Foundstone

Professional Services

A DIVISION OF McAFEE

SECURE DEVELOPMENT SERVICES

<+ Secure Code Review

4 Threat Modeling

4+ SDLC Review

< Standards Review

= Writing Secure Code for JAVA

+ Writing Secure Code for ASP.NET

SECURE ASSESSMENT SERVICES

+ Internet Penetration and
Vulnerability Assessment

+ Intranet Penetration and
Vulnerability Assessment

+ Risk Assessment

+ Web Application Assessment

+ Wireless Network Assessment

# Extranet Security Testing

#+ VPN Testing

#+ Dial-in/RAS Testing

SECURE REVIEW SERVICES

<+ Host Configuration Review

<+ Network Architecture Review
<+ Firewall Review

<+ Virus/Worm Prevention Review
4 Physical Security Review

COMPANY OVERVIEW
+ Founded in 1999 (Acquired by McAfee Inc. in 2004)
+ Core Proposition

Foundstone offers a unique combination of software,
services, and education to help companies
continuously and measurably protect the most
important assets from critical threats

Foundstone Risk Management Program

Secure Policy Services

Secure Development Services

Secure Review Services

Program Management

Secure
Education
Services

N

Secure
Assessment
Services

MEASURE MITIGATE
Comprehensive

OWASP

The Open Web Application Security Project

MAINTAIN MASTER

. Holistic

SECURE POLICY SERVICES

4+ Information Security Policy

< Ongoing regulatory compliance

%+ Secure hardware and software
guidelines

%+ Business continuity plans

% Minimum Best Practices
Standards (MBPS)

<+ Security Program Benchmarkin

4+ Security Policy Analysis

<+ Cursory Security Policy Review

PROGRAM MANAGEMENT

« End-to-End Project
Management of all services
delivered

+ Adherence to Risk
Management Roadmap

+ Daily, Weekly Reporting to
Executive/Technical Leadership

+ Manages all resources, 3rd
party and client, responsible for
any aspects of the project

= Ensures scope/cost
containment

+ Delivers final reporting,
Executive and Technical

~ Delivers final program
presentation

SECURE EDUCATION SERVICES

<+ Public Classes

« Private On-Site Training

< Awareness Programs

+ Incident Response Training
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Risk Management Foundstone Risk Management Program

Risk Management Services identify and prioritize risk
through asset, threat, and vulnerability analysis

Socure Poliy Services » Measure: Determine current security state,
identify risks, develop security plan to reach
desired end-state

Secure Developmend Services
_. » Mitigate: Implement security plan to reduce
o risk and protect the Enterprise

Security Program Benchmarking
» Risk Assessment

» Policy & Regulatory Compliance
» Vulnerability Assessments

» Penetration Testing

»  Web Application Assessments

» Security Awareness Program
Dial-In / RAS Security

Vulnerabilities
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Secure Rev

Program Mansgenient » Maintain: Continuous compliance to security
plan and incident response

MEASURE  MITIGATE  MAINTAIN  MASTER

» Master. Customized education programs
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KEY DIFFERENTIATORS

» Our End-Game (Results)
“When security counts, clients count on Foundstone.”
» Our Expertise
— “We author the books, develop the tools, and teach the classes.”
» Qur Experience
—  Multi-vertical, Multi-size, Global, Extensive
»  Our Execution (Methodology)
— “In order to capture a thief you must think like a thief.”
Web Applications Wireless Review

. “It's easier to teach someone with ethics to think like a thief than to have a
fRilils Eontivkation Active Directory Review thief act ethically”” (Jane Franklin, “Ex HACKER: the unspoken, dirty little
Architecture Best Practice Review t” ire Limited
Policy & Procedure Areh Review secret”, Corsaire Limited)

Qur Education

Our Project Management
— “Daily reporting so you don’t have to manage your vendor.”

Host Review
Desktop Review

Application Revie
Code Review
Policy Reviev

Threat Modeling

Policy & Procedure
Subscription Scanning
Security Awareness
Product Review
Program Benchmarking
Foundstone Education

Internet Access

Remote Site Access

3 Party Access

Remote Access (Dial, VPN)

Social Engineering




